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Online banking continues to grow in popularity due to its convenience, but banks face significant 
challenges in ensuring secure customer identity verification. Traditional authentication methods such 
as PINs, passwords, and one-time passwords have shown limitations, especially in the wake of the 
COVID-19 pandemic, which accelerated the demand for seamless and contactless solutions. Voice 
biometrics have emerged as a reliable alternative, offering enhanced fraud protection and a more 
user-friendly experience. In Malaysia, this technology enables customer verification without the 
need for PINs or security questions. This study proposes an advanced authentication approach that 
integrates keystroke dynamics and voice biometrics within a multi-factor authentication framework. 
By leveraging artificial intelligence and fuzzy logic, the system aims to deliver heightened security and 
a smoother user experience. The goal is to provide Malaysian online banking users with a safer and 
more secure digital environment.
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With more clients accepting online banking, it is becoming more popular and pervasive. They are convenient 
and cost-effective for both financial institutions and customers, but they are susceptible to user authentication 
concerns, as well as the danger of identity theft and financial fraud.

Because of the lack of face-to-face communication, identifying the genuine user is both crucial and difficult. 
Biometrical technologies are becoming ever more common and profound in banking information technologies, 
both in physical interaction with points such as Automated Teller Machines (ATMs) and in electronic systems 
that are operable remotely (remote electronic banking, such as online banking, mobile banking, and phone 
banking), because they provide an opportunity to solve many of the security difficulties1 they might pose for 
user authentication in online banking as biometric authentication systems2. These technologies are intended 
to mitigate the negative consequences of cyber-criminal conduct3, such as the theft of log-in credentials and 
money fraud fingerprint films that deceive fingerprint sensors and stolen passcodes4. This is how the critical 
requirement for more accurate user identity validation5 when using online banking is addressed, and how it is 
demonstrated as a direct manner of reducing data theft.

We are nearly unable to remain anonymous in these times, consequently, ongoing advancements in digital 
security and access verification measures are required. Artificial intelligence is one of the most advanced advances 
in computing today, and it can be effectively utilized in security and communication in a multimedia system. In 
computer science, security and safe communication are major trends. Physiological biometrics verify a person’s 
identity by using their iris scans, fingerprints, or face traits6. Behavioural biometrics may identify patterns in 
a user’s speech, keystrokes, and other characteristics7. A few specialized systems have been created to provide 
secure communication, especially when it comes to mobile communication, where high user expectations must 
be met by existing architectures. When more than two user authentication methods are combined, such as 
biometric information, a smartphone or token, and password knowledge, the process is known as multiple 
factor authentication, or MFA8. Therefore, one of the ways to solve the user identity problem and strengthen the 
user authentication method is to implement many biometric together in one authentication, as in this research 
biometric as keystroke behaviour and voice verification, are two biometrics authentications method used for 
single login. In terms of implementation, voice identity is a relatively inexpensive solution when compared 
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to sophisticated procedures and devices for iris verification. Several financial institutions have recently added 
multifactor authentication (MFA) to their security systems to thwart sophisticated attacks and provide a higher 
level of protection for sensitive operations9. MFA incorporates various modalities of user authentication, 
including what the user is (biometric data), what the user possesses (a smartphone or token), and what they 
know (a password)10.

This study proposed a better user authentication method, especially for the online transaction signing by 
implementing the multiple biometric authentication as keystroke behaviour and Voice Biometric in Multi-
Factor Authentication with Fuzzy Rules Based using the Mamdani Technique, in Fuzzy Logic. Fuzzy logic 
systems offer alternatives to the difficulty of mathematically modelling complex non-linear circumstances, 
and fuzzy logic fits the mathematical modelling demands of a process or system. Fuzzy logic-based systems 
can provide effective results when supplemented with indefinite linguistic knowledge, as can humans. In fuzzy 
logic, information is expressed in linguistic expressions such as big, tiny, extremely, few, and so on, rather than 
numerical values. When a system’s behaviour is frequently governed by rules or requires extremely complicated 
non-linear processes, fuzzy logic techniques are frequently used in this research11. Fuzzy logic can be the best 
for the risk evaluation as it can set for the input parameters12. This research discussed the problem of the current 
existing user authentication method and proposed a better verification method based on artificial intelligence 
methods for Multi-Factor Authentication and compares the existing online banking authentication with the 
proposed authentication method using the Fuzzy Expert Knowledge.

Literature review
The banking sector in Malaysia is robust and well-developed, with a high level of financial inclusion. As of 2023, 
about 90% of the population is banked13. The banking sector contributes significantly to Malaysia’s GDP. The 
finance industry has shown resilience, with stable credit growth and low non-performing loan (NPL) ratios14. 
Strong labour market conditions and proactive policies have helped maintain low NPL ratios, which are expected 
to remain under 2%. Biometric authentication methods such as facial recognition, fingerprint scans, and voice 
recognition are increasingly used in banking for secure identity verification15. Biometric systems can improve 
security and protect assets, providing insights into the application of biometrics in banking environments16. 
However, scammers regularly try to infiltrate social media accounts, personal bank accounts, and e-mail 
accounts2. Considering sensitive data is accessible through online banking services, effective and trustworthy 
security measures must be implemented. Strong authentication is critical to provide the finest security and17 
phishing is the practice of sending e-mails to recipients acting as legal financial companies and asking for 
confidential data such as usernames and passwords. Hacking may allow you to swipe money from an e-account. 
These hackers have previously attacked many banks’ websites and collected enormous sums of money using their 
technological prowess; e-transactions rely entirely on internet banking18. Nonetheless, the rise of severe cyber 
threats has shown that passwords alone are insufficient to prevent unauthorized access to user accounts19. Strong 
authentication is required to guarantee high anonymity and security20.

The typical banking transaction is evolving in today’s environment, from utilizing a bank book to using a 
computer. As a result of technological advancements, typical banking transactions are switching from utilizing a 
bank book over the counter to do online transactions21. Secure online financial transactions are a major priority 
in today’s banking system22. Several security issues have been reported in the news. The security problem began 
in August 1995, with attackers hacking into their system23 resulting in a $10 million loss estimate. It was the first 
successful intrusion by a hacker into the system containing the $10 million unlawfully transferred cash, with 
$400,000 still missing4. Three individuals were apprehended by British authorities in August 2000 in connection 
with a scheme to defraud the Egg Banking System23. A hacking incident cost an Arkansas fire alarm firm more 
than $110,000 in April 20104. Hackers gained access to the company’s computer system and stole the company’s 
online banking passwords, as well as draining the payroll account. Someone had confirmed two bundles of 
finance instalments, one for $45,000 and the other for $67,000, over the last few days. Melanie Eakel, CEO of 
JE Frameworks Inc., was informed by the bank a few days later about the Web Address used to process the 
payments, as well as the username and password for online banking6. Because of the reported financial thefts, 
it is evident that the online banking system needs to be strengthened even via mobile devices10. Many sorts of 
studies on banking security have been published by experts and academics, particularly in the context of user 
authentication methods.

To execute keyboard dynamics-based user authentication, employ one of three prominent speech biometrics 
algorithms 1) Gaussian Mixture Model with Universal Background Model (GMM-UBM), 2) identity vector 
(I-vector) method to user modelling or 3) deep machine learning technique. Unlike most existing keystroke 
biometrics systems, which exclusively employ data from actual users during training, the suggested methods 
incorporate data from a broad pool of background users to improve the model’s discriminative capabilities. These 
methods make no assumptions about the data’s underlying probability distribution and may be implemented 
in real-time. Although these approaches were initially created for speech analysis, our trials employing these 
algorithms on the publicly available CMU keyboard dynamics dataset revealed a considerable reduction in the 
equal mistake rate24.

Extensive worldwide research has greatly helped to clarify current online banking authentication techniques, 
biometrics applied in banking settings, existing hazards, forms of hacking, and fuzzy logic applied in banking. 
Previous research has shed important light on the weaknesses and dangers online banking systems experience, the 
efficiency of certain authentication techniques, and the advantages and limits of several biometric technologies. 
Furthermore, studies on fuzzy logic have shown its ability to manage uncertain and imprecise data, so it is a 
useful instrument for banking risk assessment and decision-making and some highlights the use of fuzzy logic 
to analyse user behaviour and detect anomalies25, which can be relevant to your research on risk evaluation in 
online banking26. Using these insights helps banks create more sophisticated and safe authentication mechanisms, 

Scientific Reports |        (2025) 15:32824 2| https://doi.org/10.1038/s41598-025-13571-6

www.nature.com/scientificreports/

http://www.nature.com/scientificreports


therefore improving the general dependability and security of online banking systems. However, in this research, 
we will focus on the Multimodal Biometrics Authentication with double fuzzy approaches. This study mainly 
focuses on how to construct the secured authentication by implementing MFA with Multilayer of Fuzzy Logic 
but not deeply focusing on each of the biometrics methods and their assessment as the method studies were 
done before14. For example, the Voice Activity Detection Using Fuzzy Entropy was calculated and evaluated by 
using the accuracy of voice detected in percentage3 and the accuracy of User Authentication Method Based on 
MKL for Keystroke27.

The keystroke biometric will be authenticated and verified using the Fuzzy Rule-Based, and the output from 
the first stage will be applied to the second stage together with the Voice detection’s output using another Fuzzy 
Rule-Based for risk evaluation of the fraud detection. In the final stage of the research, we will compare the 
existing authentication system in Online Banking with the proposed authentication system using the Fuzzy 
approach.

Problem statements

	1.	 Single authentication method, might sometime forget the login details, ending up by using the common 
credentials which easily got attacked by the fraudsters.

	2.	 Physiological biometrics have a few flaws, the most significant of which is their contact-driven nature, which 
necessitates physical presence.

	3.	 Existing behavioural biometrics-based authentication techniques have a significant flaw since user behav-
ioural variability is inconsistent and difficult to manage. It causes the system’s performance to deteriorate, 
and the resultant recognition scores are unconvincing28.

	4.	 Few research has been undertaken on keystroke biometric systems, compared to other fields. Despite having 
lesser accuracies than other biometric modalities, KB has some benefits, such being low cost, transparent, 
non-invasive to the user, and capable of continually monitoring a system29.

	5.	 Keystroke Dynamics Biometrics perform poorly in terms of authentication accuracy due to variations in 
typing rhythm caused by factors such as injury, exhaustion, or distraction. However, these the same factors 
also impact other biometric systems.

Methodology
The purpose of this research is to propose a better authentication method for online banking. Therefore, it 
will focus on the actual authentication flow and methods to detect fraud. This research differs from previous 
studies as it explores multiple layers of fuzzy logic. In the first stage, we will study a fuzzy rule-based approach 
on keystroke dynamics to identify genuine users. The outcome of the first test will be Boolean, either YES or 
NO. Then, in the next stage, we will utilize the first output together with three additional input data to develop 
a second fuzzy rule-based system to detect fraud during transaction signing in online banking. The first step of 
the research methodology is data collection. For this, the keystroke dynamics dataset created for “Comparing 
Anomaly-Detection Algorithms for Keystroke Dynamics” by Kevin Killourhy and Roy Maxion was used30. The 
second dataset is a synthetic dataset generated using the open-source tool, generatedata.com. The second step 
is to preprocess the data collected from these secondary sources to fit the design of the authentication fuzzy 
system. The third step involves defining linguistic terms for each interval. The fourth step is establishing the 
fuzzy membership functions and fuzzy sets. The fifth step is to fuzzify the dataset and establish fuzzy relations. 
The sixth step is to design the keystroke dynamics authentication fuzzy system using the Mamdani Fuzzy 
Inference System and the Transaction Signing Fraud Detection Fuzzy System based on the fuzzified datasets, 
then defuzzify the output values and evaluate the accuracy of the proposed transaction authentication method 
against existing authentication methods in online banking. Figure 1 illustrates the basic concept of multimodal 
biometric authentication using a multilevel fuzzy rules-based approach.

Operational procedure
The main drive of this chapter is to explain the research methodology, to accomplish the main objectives of 
this study. The major objective of this research is to propose Multi-Factor Authentication by construct the 
membership functions for Multiple Biometric outputs in Multilevel Fuzzy Rule-Based for fraud detection 
during transaction signing in Online Banking, equivalent to Objectives 1 and 2 in this research. Continually 
from Objective 2, to enhance the existing authentication method with multimodal biometrics using Fuzzy 
Rule-Based Artificial Intelligence, corresponding to Objective 3. The existing banking environment has already 
implemented biometric authentication and proven its effectiveness. What distinguishes the use of multimodal 
biometrics is the proposal to incorporate multiple biometric methods, enhancing security and reliability such 
as data collection involves gathering information from multiple biometric traits, such voice recordings, and 
keystroke. The data from different modalities is collected simultaneously or sequentially, ensuring consistency 
and alignment for accurate analysis. The collected data is stored in a structured format within a dataset. Hence, 
the research framework of this research will include 5 phases data acquisition, data processing, performing a 
Fuzzy approach, value predicting, and results from the validation phase.

Stage 1
Data collection
The first step of the research methodology is data collection, therefore keystroke dynamic dataset was created for 
“Comparing Anomaly-Detection Algorithms for Keystroke Dynamics” by Kevin Killourhy and Roy Maxion30. 
In this study, this publisher of the DSN 2009 conference is consulted. The information consists of keystroke 
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timings from 51 people, or typists, who each entered 400 passwords (.tie5Roanl). There are 34 columns in the 
table that contains the data. Every row of data contains the timing details for a single password repetition by an 
individual. Everybody has a unique identity in the subject column (such as s002 or s057). Although 51 people 
were involved in the data collection, the identities do not range from s001 to s051 since each person received 
a unique ID for a variety of keystroke experiments, and not every participant took part in every trial. Due to 
Participant 1’s failure to finish the password typing assignment, s001 is not present in the dataset. The password 
typing session is represented by the second column, session Index, which has values between 1 and 8. The 
number of times the password was repeated during the session is indicated in the third column, rep, and can 
range from 1 to 50.

The remaining 31 columns provide the password’s timing information. The column name encodes the type 
of timing information. The H.key column names describe the hold time for the designated key (i.e., the duration 
between pressing and releasing the key). The DD.key1.key2 column names give the key-down-key-down time 
for the named digraph. For the specified digraph, column names of the type UD.key1.key2 specify a keyup-
keydown time (that is, the time between when key1 was released and when key2 was pushed).

Consider the following one-line illustration of what you’ll find in the data.
subject sessionIndex rep H.period DD.period.t UD.period.t …
s002 1 1 0.1491 0.3979 0.2488 …
The sample shows the data from subject 2, session 1, repeat 1. The period key was held down for 0.1491 s 

(149.1 ms); the time between pressing the period key and pressing the t key (key-down-key-down time) was 
0.3979 s; the time between releasing the period key and pushing the t key was 0.2488 s and so on.

The second dataset is the synthetic dataset which has been generated using the open sources tool, generatedata.
com (generatedata, n.d). This is an output dataset to be implemented in fuzzy controller. The script functions 
as a generator for any type of random data in any format. It now has around 30 Types (data types it creates) and 
8 Export Types, formats for the data (generatedata, n.d). This data contains four inputs, inputs in the format of 
Percentage (%), for keystroke_output, voice_detection, strength of pinnumber_input, and attempt of token_
match.

Data pre-processing
As the data have been taken from research, data are processed in a good way, however, to make it work in this 
research some basic pre-processing method has been used. Data Cleaning is the first step as it involves handling 
missing data and noisy data. Next, Data Transformation by Attribute Selection new attributes are constructed 
from the dataset of the attributes to help the mining process such as calculating the total and average for the 
keystroke data for the new attribute and calculating the deviation average value from the data.

Stage 2
There are two phases involved in stage 2. As this research is purposing multiple biometric authentications using a 
multilevel fuzzy approach for online banking during the transaction signing, the first phase will be the Keystroke 
Dynamic Authentication method using Fuzzy Ruled based, refer to (Fig. 2).

There are four steps evolved in this stage, Identification of the Input parameter, Fuzzification, Construct 
Fuzzy Rule-Based, Generate Fuzzy Inference System.

Fig. 1.  Multimodal biometric authentication using multilayer fuzzy rules-based.
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Identification of the Input parameter
The above-mentioned factors are utilized to get the needed information on users’ typing habits. The following are 
important factors that are utilized to contribute information to the fuzzy knowledge base.

	 Attempt : Numberofattemptstoenterthecorrectpassword

Typist Average speed: In milliseconds, the total and average time to input the password are recorded. The user’s 
average time will be used to determine the speed category, which will be very slow, slow, fast, and very quick.

Average imitation: When a user registers for an account, the entire time is saved in the database during the 
enrolment process. The average time will be calculated as shown below.

	 Average Time (first step) = (Total Time/Password Length)

These are the actual values, or the total and average time values, as calculated originally. Now, when you log in, 
another Total time and Average time, i.e. the attempting total time and attempting average time, will be recorded 
in the database. As a result, the average imitation time may be determined as shown below.

	 AverageImitation = (Attemptaveragetime − Actualaveragetime)/(secondstep)

The user’s typing rhythm difference may be determined using these criteria, which will aid in determining the 
average deviation between the typing rhythms.

Fuzzification
The fuzzy expert system for Keystroke Dynamics is designed in this phase. The parameter has been constructed 
by input data study and calculating the total average of the keystroke inputs and divided by parameter’s range. 
The input and output variables are specified in this step. The input is fuzzified with the assistance of a defined 
membership function, and fuzzy sets are defined.

In the Table 1 above, the fuzzy input variables have been given a range, and for these values, there will be some 
corresponding output values for which ranges have been specified. The millisecond is the unit of measurement 
(ms).

Construct fuzzy rule-based
The fuzzy rule-based system’s knowledge base stores knowledge in the form of rules and draws inferences from 
these rules. As a result, rules are formed to design the knowledge base. The fuzzy system’s rule is made up of 
simple if–then phrases.

Generate fuzzy inference system
The conditional statements in fuzzy logic are expressed using these if–then rule statements.

IF Condition-1, Condition-2, and Condition-3 are all true.
THEN Take Action #4.

Fig. 2.  Keystroke biometric authentication method using fuzzy rules-based.
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The system’s knowledge base is a rule-based framework for keystroke dynamics.
As for phase 2, Transaction Signing Authentication using Fuzzy Approach will be constructed. The above Fig. 3 

shows the purposed method for Transaction Signing Authentication in Fraud Detection using Fuzzy Approach. 
As with the previous Keystroke Dynamic Biometric Fuzzy System, this method has few implementation stages.

Figure  3 illustrates the initial stage of the Transaction Signing Authentication Method, which employs a 
Fuzzy Approach. This approach generates inputs from three sources: biometric methods, passwords, and tokens, 
ensuring a robust foundation. While this method shares similarities with the previously discussed research on 
Keystroke Dynamic Biometric, it utilizes a fuzzy rule-based system to analyse and adjust the inputs accordingly. 
However, what sets this method apart from the final proposed approach is its reliance on a single-layer Fuzzy 
Inference System. Although single-layer fuzzy systems, as implemented in numerous prior studies, can produce 
useful outcomes, they can result in the creation of an overwhelming number of rules. This, in turn, may lead to 
duplication and inaccuracies in output generation.

Fuzzy Logic Soft computing, such as fuzzy logic, replicates human decision-making. The research investigation 
uses fuzzy logic decision fusion, and the results are reasonable. The process of transforming each input into a 
linguistic variable is known as fuzzification. From linguistic variables, one or more membership functions with 
a degree of membership function are created.

The result is obtained by combining the degrees of membership function with established rules and rule 
weights. Each rule can be assigned a weight to show its impact on the output. The main block diagram for the 
fuzzy logic flow is shown in Fig. 4 below.

Implementing fuzzy logic
In this research, fuzzy logic is utilized for decision-making in authenticating genuine users and identifying 
fraudulent access during transaction signing in online banking. Multiple biometric outputs, along with two 
additional input variables, are used in the fuzzy logic approach for user identification. Figure 5 below illustrates 
the fuzzy membership function.

In this paper, each biometric modality is assigned equal weight, as both are considered equally important and 
should have the same opportunity to contribute to the authentication process.

Fig. 3.  Transaction signing fraud detection fuzzy system.

 

Input

Parameter Output variable

Low | Medium | High Real | Fraud

No of attempt 1–3 | 2–6 | 5–10 10–50 |45–100

Typist average speed 1- 300 | 200–600 | 500–100

Average imitation Might be negative based on the average calculation

Table 1.  Keystroke input and output.
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Fuzzy inference system
The fuzzy inference algorithm adjusts the weighting of each biometric and authentication method based on 
Hamming code differences. To strengthen the research and improve output accuracy, the input data is divided 
into several membership functions across multiple levels of the Fuzzy Inference System. Figure 6 illustrates the 
Fuzzy Inference System by level.

Fig. 6.  Fuzzy inference system.

 

Fig. 5.  Fuzzy membership function.

 

Fig. 4.  Fuzzy logic flow.
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As mentioned above, three types of fuzzy sets have been combined to produce the final output for user 
authentication. This method was chosen over others to strengthen the evaluation process.

•	 FIS 1: This membership function (MF) includes two inputs—keystroke_output and voice_detection—and 
produces Output 1.

•	 FIS 2: This MF also has two inputs—pinnumber_input and token_match—and generates Output 2.
•	 FIS 3: This is the final MF, which combines Output 1 and Output 2 as inputs to produce the final authentica-

tion output based on assigned weightings.

Triangular and trapezoidal membership functions are used to convert the crisp values of the authentication 
methods into fuzzy sets.

Construct fuzzy rules
A fuzzy rule is defined as a conditional statement with the following structure IF x is A. y is B at that time, where 
x and y are linguistic variables. A and B are linguistic values regulated by fuzzy sets on the X and Y universes 
of conversation, respectively. The Mamdani approach was utilized in this study, and it is based on an inference 
process given by an equation.

	 µc ( y) = maxK [min[ µA (input (i) , µB (input (j)) ]] , k = 1, 2, 3, 4 . . . r� (1)

In dynamic mode, it determines the yield enrolment capacity esteem for each rule. When one of the standards is 
dynamic, an AND operation is coupled between the inputs. The smaller data value is chosen, and its enrolment 
value is determined as a participation assessment of the yield for that run of the program. This procedure is 
repeated so that the yield participation capacities for each rule are determined. All the rules are used AND 
operation between the input and output. Lastly, the evaluation performance of the final output can be viewed 
by using the surface viewer. Surface Viewer is the place where the result of the performance can be viewed in 
graphical form.

Stage 3
System validation is conducted in Stage 3. This strategy involves integrating fuzzy logic into an existing banking 
dataset, which contains substantial biometric data from real-world banking environments. The research also 
proposes incorporating keystroke biometrics due to its cost-effectiveness, and applying fuzzy logic through a 
rule-based system to develop rules aligned with expert expectations from the current system.

As part of the study, the proposed method is applied to selected data for the assessment phase. This research 
will be evaluated by comparing the existing authentication method used during transaction signing in online 
banking with the proposed multiple authentication method using a multilevel fuzzy logic approach. Again, fuzzy 
logic will be employed at this stage to identify the most effective method for authenticating user login, ensuring 
secure money transactions and accurate user identification before accessing the application.

This approach outlines the multiple layers of authentication that occur in the backend prior to conducting the 
risk evaluation required for system login. The fuzzy rule-based system will be developed using expert knowledge 
from staff in the Risk and Technology Department of a trusted local bank in Malaysia. To enhance the value of 
this method, expert insights are integrated into the fuzzy rule creation process to ensure alignment with current 
industry standards and regulatory requirements for online banking in Malaysia.

Table 2 below presents an overview comparing the existing authentication method with the proposed method 
during transaction signing.

System validation was conducted in Stage 3 to assess the effectiveness of the proposed authentication method. 
This stage involved integrating fuzzy logic into an existing banking dataset, which contains substantial biometric 
data collected from real-world banking environments. The research also incorporated keystroke biometrics due 
to its cost-effectiveness and applied a fuzzy rule-based system to develop decision rules aligned with expert 
expectations from the current system. To validate the differences between the existing and proposed methods, a 
test was conducted using MATLAB to analyse the application risk associated with both approaches. The results 
revealed that the proposed system demonstrated lower risk levels, attributed to the inclusion of more input 
variables and multiple layers of Fuzzy Inference Systems (FIS). These enhanced rules and layered structures 
significantly reduced risk, confirming the effectiveness of the proposed approach for secure authentication 
during transaction signing. All steps from Stage 2, Phase 2 were reused in Stage 3, utilizing the same input 
variables. However, the membership function parameters were adjusted, and the evaluation objective shifted. 
At this stage, the focus was no longer on fraud detection or user verification, but rather on evaluating the 
robustness and safety of the authentication method for the system or application. All input data were converted 
into Boolean values, and fuzzy logic theory was applied to express soft linguistic variables across a continuous 
spectrum of truth values. Unlike traditional binary logic (0 or 1), fuzzy logic allows values within the range of 0 
to 1. These values were used to enhance the four-input multi-criteria decision analysis, computing the “distance” 
of each input from 1 (yes) or 0 (no). If the result was closer to 1, it was rounded up; if closer to 0, it was rounded 
down. The final step involved experimenting with the system output, which was presented as a percentage 
representing the level of risk. This output provided a quantifiable measure of the system’s security strength and 
validated the proposed method’s effectiveness in reducing authentication risk. Additionally, the fuzzy rule base 
was developed with expert input from the Risk and Technology Department of a trusted local bank in Malaysia. 
This integration of domain expertise ensured that the fuzzy rules aligned with current industry standards and 
regulatory requirements for online banking in Malaysia.
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Implementation method
There are numerous ways to safeguard our system against a cyberattack. For logging into an account, a password 
and username pairs are used as authentication methods. Passwords are required for every account in a secure 
system, or they will be invalidated. Passwords and usernames have always been and remain to be the most 
common ways of getting access to computers. Because the stand-alone computer is not connected to the Internet 
or a wide-area or local network, we must utilize password-based security to secure the data. Existing systems for 
access desire clients to validate themselves using a password and username, which means they must enter their 
unique passwords and usernames while logging in. This authentication mechanism relies on the private nature 
of the passwords and, in some cases, the authenticity of the username. If the secrecy is not broken, these tokens 
are able to distinguish a real user. Therefore, most Online Banking systems will authenticate the user using the 
2FA method, whereby will include two-factor authentication first is user login by username and password as 
mentioned above and the second factor is by using the OTP generate and match before the system approved 
the transaction request. In this research, behavioural biometrics will be added with 2FA which will make the 
online system authenticate the transaction using MFA, and to research stronger Fuzzy Logic Rules-Based by 
using Mamdani technique has been implemented in this system. As part of a classification technique, these 
metrics, which are mostly dependent on keystroke timing latencies, are compared to a user profile a match or a 
non-match can be used to determine whether or not the user is authorized, or whether or not the user is the real 
author of a written sequence. The following are the several types of user authentication.

•	 Object-oriented user
•	 based on knowledge
•	 Based on biometrics

Voiceprint is used for “object-based” authentication. Traditional door keys can be assigned. Typically, the token-
based technique is paired with the knowledge-based approach. The user is authenticated using “knowledge-

Table 2.  Authentication method comparison.
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based” methods and is required to respond to at least one “secret” question Secret Questions might be static or 
dynamic.

FIS creation process overview
The system is designed using multi-layered FIS architecture with three main stages:

Inputs (behavioral and credential-based)
The system takes four key inputs:

•	 Keystroke output – behavioral biometric input based on typing patterns
•	 Voice detection – biometric input based on voice recognition
•	 PIN number input – strength score of the entered PIN
•	 Token match – number of attempts or match status of the token

First-level FIS modules

•	 Two separate fuzzy inference systems are used to process these inputs:

	 o	 FIS 1:

•	 Inputs: Keystroke Output and Voice Detection
•	 Output: Output FIS 1 – a fuzzy risk score based on biometric authentication

	 o	 FIS 2:

•	 Inputs: PIN Number Input and Token Match
•	 Output: Output FIS 2 – a fuzzy risk score based on traditional authentication

Each FIS uses linguistic variables (e.g., Low, Medium, High) and membership functions (e.g., triangular, 
trapezoidal) to fuzzify the inputs and generate intermediate outputs.

Final-level FIS (FIS 3)

•	 The outputs from FIS 1 and FIS 2 are then passed into a third FIS module, labeled:

	 o	 Processing module (fuzzy inference system) – Mamdani FIS 3

•	 This module combines the intermediate outputs to produce a final decision:

	 o	 Output module: Transaction Signing Risk in Application

The final output represents the overall application risk level during transaction signing, based on a comprehensive 
evaluation of both biometric and traditional authentication factors.

Thus, two behavioural biometric authentication methods are implemented in the system alongside the 
existing method. Refer to Fig.  7 for the overall fuzzy model, which represents the complete fuzzy system 
comprising three levels of the Fuzzy Inference System (FIS). In the first fuzzy set, three linguistic variables (fuzzy 

Fig. 7.  User authentication approaches.
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sets) are defined for the two input variables Keystroke_Output and Voice_Recognition namely: Low, Medium, 
and High. Similarly, three linguistic variables are defined for the output variable, Application Risk 1, also labelled 
as Low, Medium, and High. The numerical values representing the intervals for each input and output variable 
define the range that each linguistic term or fuzzy set covers. These are detailed in Tables 3–5, which present the 
input and output variables for the first FIS.

The second set of the Fuzzy Inference System (FIS) has been developed to determine the final output. In 
this second fuzzy set, two linguistic variables (fuzzy sets) are defined for the input variables Pin Number and 
Token Match namely: Low and High. Similarly, two linguistic variables are defined for the output variable, 
Application Risk 2, also labelled as Low and High. The numerical values representing the intervals for each input 
and output variable define the range that each linguistic term or fuzzy set covers. These ranges are detailed in 
the corresponding tables.

Results
This study presents the implementation of Multiple Biometric Authentication within a Multi-Factor 
Authentication (MFA) framework using Fuzzy Rule-Based Systems based on the Mamdani technique in fuzzy 
logic. Fuzzy logic systems offer a robust alternative to traditional mathematical modelling, especially in handling 
complex, nonlinear scenarios where precise models are difficult to construct. By applying fuzzy logic, this 
research addresses challenges that classical models cannot resolve, particularly in the context of behavioural 
biometrics and online banking security. To enhance the evaluation process, a multilevel Fuzzy Inference System 
(FIS) was developed. This system incorporates variables that influence authentication behaviour and models 
their relationships using linguistic terms such as very low, low, medium, high, and very high. These linguistic 
descriptors are mathematically represented through membership functions, and the fuzzy outputs are converted 
into crisp values using defuzzification techniques.

This approach allows the system to make decisions based on imprecise or uncertain input mirroring 
human reasoning more closely than binary logic. The study demonstrates that fuzzy logic-based systems can 
yield effective results even when relying on indefinite verbal knowledge provided by human experts. One key 
finding is the impact of interval length during the partitioning of datasets into overlapping fuzzy sets, which 
significantly affects the accuracy of the online banking risk prediction model. The proposed system enhances 
traditional MFA by introducing behavioural biometrics specifically keystroke dynamics and voice recognition as 
additional authentication layers. These are integrated with existing methods such as PIN numbers, passwords, 
and physical tokens (e.g., smart cards or debit cards). This layered approach provides a multi-level security 
mechanism for authenticating users during sensitive online transactions, such as payments, fund transfers, and 
system logins. As an enhancement to conventional two-factor authentication (2FA), the proposed framework 
introduces a third layer of verification using biometric data. This not only strengthens the authentication process 
but also improves resistance to fraud and unauthorized access. The fuzzy logic system evaluates multiple inputs 
simultaneously, allowing for a more nuanced and accurate risk assessment. Overall, the results confirm that the 
developed fuzzy logic-based MFA framework offers a more secure and reliable authentication method compared 
to existing models with similar objectives. The system’s ability to process uncertain and variable input data makes 
it particularly well-suited for real-world online banking environments, where user behaviour and risk factors are 
dynamic and complex.

No Output linguistic variable Application risk 1

1 Low 10 to 40

2 Medium 30 to 70

3 High 60 to 100

Table 5.  Authentication output value.

 

No Input linguistic variable Voice recognition

1 Low 10 to 40

2 Medium 30 to 70

3 High 60 to 100

Table 4.  Voice recognition input value.

 

No Input linguistic variable Keystroke_Output

1 Low 10 to 40

2 Medium 30 to 70

3 High 60 to 100

Table 3.  Keystroke_Output input value.
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Input data of evaluation system
As mentioned, the proposed method consists of Multiple Biometrics of Multifactor Authenticate, therefore below 
shows the visualization of each fuzzy set/linguistic word for the Evaluation System with 4 inputs and 1 output 
in the form of a Trapezoid for each fuzzy set represented by their linguistic phrases. The first and last linguistic 
phrases, as indicated in the diagram, are Low and High, respectively, and represented by the Trapezoidal form. 
Besides, the medium is represented by Triangular form. Refer (Fig. 8).

The above Fig. 9 shows the list of rules created for the risk assessment, however, by using single FIS for many 
inputs will cause many rules creation but increasing the number of rules may sometimes worsen performance 
rather than improve it. Complex rule sets have the potential to cause conflicts or unexpected side effects that 
impair system performance. Also, redundancy is a possibility when there are a lot of rules, this occurs when 
multiple rules address the same or similar scenarios. Redundant rules can cause confusion in decision-making 
processes and add calculating complexity. The evaluation performance of the final output can be viewed by using 
the surface. Surf (X, Y, Z) generates a three-dimensional surface plot, which is a three-dimensional surface with 
solid edge and face colours. The function displays the matrix Z values as heights above a grid in the x–y plane 
specified by X and Y. The colour of the surface changes as the heights given by Z change. Figures 10–12 are the 
outputs of the application risk by the evaluation system.

Figure 10 explained the 3D surface illustrates how different combinations of keystroke and voice recognition 
scores affect the resulting application risk.

The surface rises from a blue base (low risk) to a yellow peak (higher risk), showing the gradient of risk based 
on input values.

The mesh grid (15 × 15) provides a detailed view of how the system interpolates between input values.

Rule-based evaluation (rule 14)
On the right side, the PROPERTY EDITOR shows the configuration for Rule 14 in the fuzzy system:

Conditions

•	 Keystroke is medium
•	 Voice_recognition is high
•	 Pin_number is strong
•	 Token_match is medium

Consequence:
The resulting application_risk is classified as low
This rule contributes to the overall decision-making in the fuzzy system, showing how specific combinations 

of biometric and credential-based inputs lead to a low-risk classification.

Fig. 8.  Inputs of evaluation system.
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Discussion
Interpretation of the result using table
The proposed approach demonstrates a significantly higher level of security, as the Application Risk output 
consistently remains below 30%. In contrast, the results show that systems lacking Multiple Biometric 
Authentication, and a Fuzzy Logic-based approach exhibit substantially higher risk levels. The study reveals 
that online banking transaction authentication is not fully secure when relying solely on traditional methods. 
Even when the PIN and token match 100%, the system still reflects an application risk ranging from 50 to 70%, 
indicating a considerable vulnerability to fraudulent activities and potential financial theft. This stark difference 
highlights the effectiveness of the proposed multi-factor, fuzzy logic-enhanced authentication framework, 
which integrates behavioural biometrics such as keystroke dynamics and voice recognition. By incorporating 
multiple inputs and layered fuzzy inference systems, the model significantly reduces the risk associated with user 
authentication during sensitive online transactions.

Figure 13 above illustrates the Application Risk value of the proposed authentication system using a single-
layer Fuzzy Inference System (FIS). In this scenario, all input values Keystroke Dynamics, Voice Recognition, 
PIN, and Token Match—are present and actively used to authenticate the transaction. All inputs scored high, 
and both the PIN and token were a 100% match. As a result, the application risk output was minimized to 22.4%. 
Since this configuration uses only one layer of FIS, the risk score is relatively low due to limited evaluation depth 
and a short processing cycle. Consequently, the findings indicate a low-risk outcome. However, incorporating 
additional FIS layers could significantly enhance the system’s decision-making capabilities and improve the 
overall performance of the machine learning process.

Figure 14 above presents the Application Risk value of the proposed authentication system when using a 
single-layer Fuzzy Inference System (FIS) with only PIN and Token Match as input values, excluding biometric 
authentication. Although both the PIN and token were a 100% match, the resulting application risk remained 
at a moderate level of 50%. The results below represent the Application Overall Risk Assessment (Transaction 
Signing Risk Assessment) using the multi-layer FIS in the proposed method. These findings confirm that by 
integrating multiple authentication approaches including behavioural biometrics, passwords, and tokens online 
banking transaction signing can be significantly improved and secured compared to the existing methods. 
Furthermore, the proposed Multiple Biometric Authentication framework, based on a multi-level fuzzy logic 
approach, offers enhanced precision and robustness. This improvement not only strengthens the authentication 

Fig. 9.  List of rules for the evaluation system.
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process but may also raise awareness among users and stakeholders about the importance of evaluating risks 
associated with online banking transaction signing and user authenticity.

Table 6 presents the Application Risk values for transaction signing using the existing authentication method, 
which does not incorporate keystroke dynamics or voice recognition. The evaluation is based solely on two 
inputs: PIN strength score (%) and Token Match (measured by the number of attempts).

Fig. 11.  Evaluation rules output 1.

 

Fig. 10.  Surface output of evaluation system.
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Although the current system does not inherently utilize fuzzy logic, for evaluation purposes, a Fuzzy Inference 
System (FIS) was implemented in MATLAB using input parameters that reflect the existing authentication 
process. The risk assessment was conducted using a single-layer FIS, and the results indicate that, due to the 
limited number of inputs and lack of biometric data, the resulting application risk levels were high, even with 
the application of fuzzy logic.

These findings highlight the limitations of the current method and underscore the need for a more robust, 
multi-factor authentication framework that includes behavioural biometrics and layered fuzzy logic for improved 
security.

Fig. 13.  Application risk score (%).

 

Fig. 12.  Evaluation rules output 2.
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Experimental analysis and visualization
To strengthen the experimental analysis, additional visualizations that illustrate the behaviour of the fuzzy 
system under different input conditions were generated the Fuzzy Risk Surfaces.

•	 Left: Risk surface from biometric inputs (keystroke + voice)
•	 Middle: Risk surface from credential inputs (PIN + token)
•	 Right: Combined risk output from both biometric and credential layers

Figure 15 plots demonstrate how the system dynamically adjusts risk based on input combinations, validating 
the effectiveness of the multi-layered fuzzy inference system.

pinnumber_input token_match Application risk (%)

40 1 82.6

60 1 82.6

85 1 70

10 3 84.7

20 3 84.7

10 4 84.7

80 1 50

37 2 80.1

65 1 70

40 1 70

50 2 70

70 3 70

10 4 84.7

90 1 70

95 1 70

55 2 70

88 1 70

94 1 70

73 1 70

98 1 70

Table 6.  Risk evaluation for existing system.

 

Fig. 14.  Application risk score 1 (%).
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All graphs and membership function images used were generated using MATLAB R2024a, a high-level 
language and interactive environment for numerical computation, visualization, and programming. For further 
details about the software, refer to the official MATLAB website: ​h​t​t​p​s​:​/​/​w​w​w​.​m​a​t​h​w​o​r​k​s​.​c​o​m​/​p​r​o​d​u​c​t​s​/​m​a​t​l​a​b​.​
h​t​m​l​​​​​. Figure 16 shows the properties and configurations as generated using MATLAB R2024a.

Table 7 presents the Application Risk values for transaction signing using the proposed authentication 
method, which incorporates keystroke dynamics, voice recognition, PIN strength score (%), and token match 
(number of attempts). The risk assessment was conducted using a three-layer Fuzzy Inference System (FIS) 
within the Transaction Signing Risk Assessment system. The results clearly demonstrate that the proposed 
method significantly reduces the risk associated with transaction signing in online banking applications. By 
combining multiple authentication factors including behavioural biometrics and traditional credentials the 
system enhances both security and privacy. While the existing method is not inherently insecure, the newly 
developed approach proves to be more effective, stable, and resilient against potential threats.

Future work
To further strengthen the system, future research should focus on developing a fully-fledged early warning 
system capable of analysing data in near real-time. This includes:

•	 Real-time data management for continuous monitoring and adaptive risk evaluation.
•	 Location mapping through a web-based platform integrated with Google Maps to track suspicious login at-

tempts or potential hacker activity.
•	 Expanded data collection methodologies, beyond the current focus on age groups, to include additional de-

mographic and behavioural factors for a more comprehensive risk model.

Fig. 16.  MATLAB R2024a properties.

 

Fig. 15.  Fuzzy Risk Surfaces for 3 different FIS.
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Moreover, the integration of pervasive computing and Internet of Things (IoT) devices such as sensors can serve 
as additional data sources for the fuzzy logic system. Sensor data could replace or complement interview-based 
inputs, improving system responsiveness and accuracy.

Conclusions
Fuzzy logic offers an alternative approach to expressing the linguistic and subjective elements of real-world 
computational challenges. The purpose of using a fuzzy logic model in this research is to ensure that the system 
produces meaningful and accurate outcomes based on uncertain, vague, and imprecise verbal information 
by mimicking human reasoning. In this study, a Mamdani-type fuzzy inference system with two inputs and 
one output was designed to predict risk status in the context of online banking. The results obtained from the 
proposed Multiple Biometric Authentication model for online banking showed strong alignment with the 
expected outcomes, achieving a minimum application risk value compared to existing authentication methods. 
The primary objective of this project was to develop an expert system capable of proposing a more secure 
authentication mechanism for transaction signing in internet banking. Additionally, the study aimed to enhance 
fuzzy risk assessment techniques tailored specifically for the banking environment. This improvement allows 
for more effective evaluation of risks associated with user login activities, helping to prevent unauthorized 
access, hacking attempts, and financial losses. By refining the fuzzy logic approach, the system can better analyse 
user behaviour, detect potential threats, and implement appropriate security measures to protect both users 
and financial institutions. It has been demonstrated that a fuzzy rule-based approach can be effectively used 
to analyse, model, and support decision-making processes that help prevent fraudulent activities. The case 
study provided a practical understanding of how expert systems can be applied in real-world scenarios. The 
risk assessment framework introduced in this research is notably more advanced than existing online banking 
authentication procedures, offering a more stable, accurate, and secure solution for transaction verification.

Data availability
The data used to support the findings of this study are included within the article.
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