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ABSTRACT

This study presents a comparative evaluation of supervised machine learning
methods for transaction-level anti-money laundering detection under extreme
class imbalance. Experiments are conducted on the Lower Illicit—-Small subset of
the IBM Transactions for anti-money laundering dataset, which includes nearly
seven million transactions with a laundering prevalence of approximately 0.05%.
Logistic Regression, Random Forest, XGBoost, and CatBoost models are
implemented using model-specific preprocessing and hyperparameter tuning
strategies. Model performance is assessed on an independent test set using
accuracy, precision, recall, F1-score, ROC-AUC, and balanced accuracy metrics.
The results reveal clear precision—recall trade-offs among the models. While
Logistic Regression reflects an inclusive detection approach with the highest
recall and balanced accuracy, CatBoost supports more selective alarm strategies
aimed at minimizing false positives, driven by its higher precision and ROC—
AUC performance. Overall, the findings highlight the importance of metric-
driven model selection and careful operating-point design in practical anti-money
laundering screening systems.

© 2026 Bandirma Onyedi Eylul University, Faculty of Engineering and Natural Science.
Published by Dergi Park. All rights reserved.

MAKALE BILGISI

Makale Tarihleri

Gonderim : 24 Aralik 2025
Kabul : 5 Mart 2026

Anahtar Kelimeler:

Kara Para Aklama, Finansal
Dolandiricilik Tespiti, Makine
Ogrenmesi, Siif Dengesizligi,
Islem Simiflandirmasi

OZET

Bu ¢aligma, asir1 sinif dengesizligi kosullar1 altinda islem diizeyinde kara para
aklama tespitine yonelik denetimli makine O6grenmesi yoOntemlerinin
karsilagtirmali bir degerlendirmesini sunmaktadir. Deneyler, yaklagik yedi
milyon islemden olusan ve kara para aklama orani yaklasik 9%0,05 olan IBM
Transactions for Anti-Money Laundering veri setinin Lower Illicit-Small alt
kiimesi {iizerinde gergeklestirilmistir. Lojistik Regresyon, Rastgele Orman,
XGBoost ve CatBoost modelleri, modele 6zgli 6n isleme adimlar1 ve
hiperparametre ayarlamalar1 kullanilarak uygulanmistir. Model performansi,
bagimsiz bir test kiimesi lizerinde dogruluk, kesinlik, duyarlilik, F1-skoru, ROC-
AUC ve dengeli dogruluk olgiitleri kullanilarak degerlendirilmistir. Bulgular,
modeller arasinda belirgin  kesinlik—duyarlilik  dengeleri bulundugunu
gostermektedir. Lojistik Regresyon, en yiiksek duyarlilik ve dengeli dogruluk
degerleriyle kapsamli bir tespit yaklagimini yansitirken, CatBoost daha yiiksek
kesinlik ve ROC-AUC alan performansi ile yanlis pozitifleri minimize etmeye
yonelik, daha secici alarm stratejilerini desteklemektedir. Sonuglar, uygulamali
kara para aklama tarama sistemlerinde 6l¢iit temelli model se¢iminin ve uygun
karar esiklerinin belirlenmesinin 6nemini ortaya koymaktadir.
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1. INTRODUCTION

Money laundering, the practice of moving illicit funds through financial systems to disguise their origin, remains
a pervasive global concern. According to the United Nations Office on Drugs and Crime (UNODC), it is estimated
that roughly 2—-5% of global GDP is laundered annually, corresponding to an estimated USD 800 billion to USD
2 trillion in illicit funds each year [1]. Beyond the direct financial losses, money laundering facilitates a wide range
of criminal activities, including cyber-fraud and human trafficking, by enabling perpetrators to enjoy illicit profits
while evading detection. Financial institutions are at the forefront of anti-money laundering (AML) efforts, yet
traditional rule-based and manual monitoring approaches struggle to address increasingly sophisticated and large-
scale laundering schemes [2, 3]. These conventional systems not only generate an overwhelming number of false
positives, which flag benign transactions as suspicious, but also fail to detect subtle laundering patterns, thereby
undermining enforcement effectiveness [4, 5].

Machine learning (ML) presents a promising avenue for enhancing AML systems by automatically identifying
suspicious behavioral patterns within large-scale financial data [6-8]. However, a significant challenge in building
ML models for money laundering detection lies in the scarcity of labeled datasets. Real financial transaction
records are proprietary and constrained by strict privacy regulations, while confirmed laundering cases are rare
and frequently underreported due to undetected activities. To address this limitation, researchers have increasingly
turned to synthetic datasets that emulate real-world financial systems [9]. In this study, the IBM Transactions for
AML dataset is employed, a publicly available synthetic dataset generated through multi-agent simulation of
financial transactions. This dataset provides a realistic testbed for AML model evaluation, encompassing millions
of records of banking transactions (such as transfers and payments), with only a minute fraction labeled as illicit.
Specifically, the “Lower Illicit — Small” subset is utilized, which reflects real-world AML conditions through
millions of transactions and an extreme class imbalance, where illicit activities constitute only a minute fraction
of the data.

The objective of this study is to evaluate and compare the performance of supervised ML classification algorithms
in detecting money laundering transactions within the IBM dataset. The central research question addressed is:
which classification methods and preprocessing strategies are most effective at identifying rare illicit transactions
while minimizing false positives? The work specifically tackles key challenges such as handling extreme class
imbalance, processing heterogeneous features (including transaction amounts, currencies, account identifiers, and
payment types), and selecting appropriate evaluation metrics tailored to imbalanced classification. While prior
studies have applied ML to AML detection across various data modalities; including cryptocurrency traces [2, 10],
e-wallet streams [4], and institutional transaction records [3]; a systematic comparison of classical and gradient-
boosted classifiers on a large-scale, publicly available synthetic banking dataset under extreme class imbalance,
with explicit analysis of precision—recall trade-offs and their operational implications, remains underexplored. This
study addresses that gap by providing a reproducible benchmark that connects modeling choices to deployment
considerations in practical AML screening systems.

To this end, a systematic analysis is conducted using four machine learning models: (1) Random Forest (RF), (2)
Logistic Regression (LR), (3) XGBoost, and (4) CatBoost, a gradient boosting method optimized for categorical
features. Data preprocessing pipelines were designed for each model, including appropriate scaling and encoding
procedures, and hyperparameters were optimized through cross-validation. Model performance was assessed on
an independent test set using a comprehensive set of metrics, namely accuracy, precision, recall, Fl-score,
Receiver Operating Characteristic-Area Under the Curve (ROC-AUC), and balanced accuracy. Against this
backdrop, prior studies have explored a wide range of data sources and modeling strategies for AML detection.

2. RELATED WORK

In parallel with these methodological choices, recent AML research has diversified across data modalities,
including bank transactions, on-chain traces, and suspicious activity report (SAR) filings, as well as across learning
paradigms such as supervised, unsupervised, graph-based, and hybrid approaches, with increasing emphasis on
class imbalance, threshold calibration, and explainability. On cryptocurrency data, Venckauskas, et al. [2]
introduced a value-driven transactional tracking approach that combines de-anonymized on-chain data with
structured training pipelines and compliance-oriented advisory components, demonstrating the effectiveness of
tree-based ensemble models for forensic analysis. Similarly, Salahi, et al. [10] reported that ensemble-based
classifiers are well suited for distinguishing licit and illicit blockchain transactions. Extending beyond static
representations, Wan and Li [11] proposed a spatiotemporal framework integrating dynamic graph convolution
with recurrent modeling to better capture evolving transaction patterns, while E and S. S [12] formulated
blockchain tumbler detection as a multi-class problem, further reinforcing the robustness of tree-based ensembles
on feature-rich on-chain data.

On bank and fintech transaction streams, a prominent line of work addresses extreme class imbalance and
operating-point selection. Using e-wallet transaction data, Doddamani, et al. [4] investigated resampling strategies
and threshold calibration to improve minority-class detection. Deep learning models have also been explored:
Konstantinidis and Gegov [6] employed neural architectures combined with explainability techniques to enhance
transparency, whereas Kute, et al. [7] proposed an explainable convolutional framework emphasizing recall-
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oriented alerting for compliance settings. Complementing supervised classifiers with anomaly detection, Sharma,
et al. [5] introduced a hybrid pipeline that integrates weak supervision, resampling, classical learners, neural
networks, and isolation-based methods to support workload-aware alert triage.

Graph-centric and unsupervised approaches have been deployed to surface atypical accounts and transaction
structures that may evade per-transaction models. Irshad, et al. [13] combined graph centrality measures with
transactional attributes to identify suspicious patterns, while typology-aware features were shown to enhance
classical models even without fully fledged graph neural networks [14]. Beyond transaction-level detection,
broader AML intelligence tasks have also been explored. Gandhi, et al. [15] analyzed FinCEN SAR data to capture
spatial-temporal patterns in regulatory reporting, whereas Lokanan [16] examined macro-level AML risk using
institutional and governance indicators. From an operational perspective, Alexandre and Balsa [3] integrated client
profiling and rule-based reasoning to prioritize high-risk entities at scale.

A parallel strand emphasizes criminology-grounded features, explainable artificial intelligence, and fairness
considerations. Ramadhan [8] demonstrated that integrating criminological theory with explainability and fairness
auditing can improve both model transparency and decision equity. Collectively, these studies indicate that
effective AML detection requires careful alignment between modeling strategies, evaluation priorities, and
operational constraints, particularly under conditions of extreme class imbalance.

Within this landscape, the present study benchmarks RF, LR, XGBoost, and CatBoost on the IBM AML dataset
and documents the precision—recall trade-offs that arise under extreme imbalance, where LR favoring coverage
(high recall) and CatBoost favors precision, thereby motivating tiered or rank-based workflows and explicit
operating-point selection. By doing so, the study provides empirical guidance for model selection and metric
prioritization in transaction-level AML screening. Unlike prior work that often focuses on a single model family
or evaluates on proprietary or small-scale datasets, the present study contributes a multi-model comparison on a
large, publicly accessible benchmark under realistic prevalence conditions, with explicit attention to operational
implications. The remainder of this paper is organized as follows. Section 2 reviews the related work. Section 3
describes the dataset, modeling approach, and evaluation metrics. Section 4 presents and discusses the
experimental results. Section 5 concludes the paper and outlines directions for future research.

The present study contributes to the literature in three ways. First, it provides a rigorous multi-model benchmark
comparing Logistic Regression, Random Forest, XGBoost, and CatBoost on a large-scale (approx. 7 million
transactions), publicly available synthetic banking dataset (IBM AML) under extreme class imbalance (0.05%
prevalence), yielding reproducible and directly comparable results. Second, it offers an empirical analysis of
precision—recall trade-offs and their operational implications, demonstrating that no single model dominates across
all metrics and that model selection must be driven by institutional cost priorities (coverage-first vs. precision-first
workflows). Third, it presents evidence that CatBoost’s native handling of high-cardinality categorical identifiers
yields the strongest ROC-AUC (0.9648) and highest precision, while Logistic Regression achieves the highest
balanced accuracy (0.8787), establishing clear, metric-driven baselines for practical AML screening system
design.

3. METHODOLOGY
3.1. Data Description

In this study, the “Lower Illicit, Small” subset of the IBM Transactions for AML dataset was employed [17]. The
corpus was generated synthetically within a virtual financial ecosystem populated by individuals, companies, and
banks. Agents conduct a wide range of financial interactions through bank accounts, while a small subset engages
in criminal activity. The data generator traces illicit funds across multiple transactions and assigns ground-truth
labels to individual records as laundering or legitimate [9].

The laundering process was modelled end-to-end through placement, layering, and integration stages. Unlike real
institutional logs that provide only partial visibility, the synthetic setting represents a system-wide view of
transactions across institutions, thereby enabling the development and assessment of detection models under broad
network coverage.

Each record contains eleven attributes. These include a transaction timestamp; sender and receiver bank codes
identified as From Bank and To Bank; sender and receiver account identifiers; the transacted amount and its
currency; a categorical transaction (cheque, wire transfer, or reinvestment); and the binary label Is Laundering,
where the value one denotes laundering and the value zero denotes a legitimate transaction. In this subset, the sent
and received amounts and currencies are identical, which effectively yields a single numerical amount feature. No
additional temporal features were derived from the timestamp, and the engineering of such features is left as future
work.

A stratified split of 80/20 was applied to the LI-Small subset, which contains approximately 7 million transactions,
in order to create training and test sets while preserving the extreme rarity of positive cases in both partitions.
Approximately 5.54 million transactions were assigned to the training set and 1.38 million to the test set. The
overall prevalence of laundering in the LI-Small configuration is low, which corresponds approximately to one
laundering transaction for every two thousand legitimate transactions. Measures were taken to avoid label leakage
and to limit overfitting to the scarce positive instances [17].
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3.2. Modeling and Hyperparameter Tuning

The four classifiers considered in this study instantiate complementary learning biases that are well-suited to
tabular AML data under extreme class imbalance. These models were selected for three principal reasons. First,
they span a broad spectrum of inductive biases, from the convex, probabilistic formulation of LR to the
nonparametric ensemble averaging of RF and the sequential, boosting-based optimization of XGBoost and
CatBoost, enabling a rigorous comparison of fundamentally different learning strategies on the same benchmark.
Second, all four methods natively support class-weighted training or cost-sensitive objectives, which is a critical
requirement when positive-class prevalence is approximately 0.05%. Third, they represent the most widely
adopted baselines in tabular fraud and AML detection research [2-5, 7, 10], making the results directly comparable
to prior work and practically relevant to financial institutions evaluating off-the-shelf solutions. The modeling
objective for all methods may be cast as empirical risk minimization on a surrogate classification loss with class-
weighted contributions to reflect the disproportionate cost of missed laundering relative to false alarms. Threshold-
dependent metrics were optimized indirectly by searching over model hyperparameters while monitoring
validation F1.

o Logistic Regression (LR): LR minimizes a convex, regularized logistic loss, yielding a unique global
optimum and stable convergence due to the objective’s convexity. In practice, it serves as a strong
baseline classifier with well-calibrated probabilistic outputs, making it suitable for imbalanced settings
where calibrated scores enable post-training threshold adjustment [18]. Regularization is used to control
model complexity: an L2 (ridge) penalty shrinks coefficients to reduce variance and stabilize the model,
whereas an L1 (lasso) penalty induces sparsity by driving some coefficients exactly to zero. The latter
effectively performs feature selection in high-dimensional one-hot encoded feature spaces [19].
Incorporating class weights in LR’s loss function is equivalent to cost-sensitive learning — it penalizes
misclassification of minority-class examples more heavily, thereby shifting the decision boundary to
favor recall of the positive class [20]. Under mild model assumptions, LR’s output probabilities tend to
be well-calibrated; thus one can adjust the classification threshold to meet operational precision/recall
targets without retraining the model [18].

e Random Forest (RF): RF is a nonparametric ensemble method that builds multiple decision trees on
bootstrapped samples and aggregates their predictions to reduce variance [21]. This variance-reducing
strategy yields a robust model with improved accuracy, often outperforming single decision-tree
classifiers on complex tasks [22]. The nonparametric nature of RF means it makes no distribution
assumptions and can learn highly nonlinear decision boundaries from data [23]. Its model complexity and
the bias—variance trade-off are governed by hyperparameters such as the number of trees, tree depth, and
minimum samples for splits/leaves. Increasing the number or depth of trees generally lowers bias but can
raise variance, whereas restricting tree depth or requiring larger leaf sizes helps curb overfitting [21]. RF
can also handle class imbalance by adjusting class weights in the splitting criterion, which increases
sensitivity to minority classes [24]. Moreover, tree-based models are invariant to monotonic
transformations of numeric features — scaling or log-transforming an input does not change an RF’s splits
or performance [25]. However, RF requires categorical variables to be encoded as numerical values (e.g.,
one-hot encoding) before training [26]. For very high-cardinality categories, specialized encoding
techniques or algorithms that natively handle categoricals are often more effective [27].

e  XGBoost: XGBoost is a gradient-boosting algorithm that builds an ensemble of additive decision trees
to optimize a regularized logistic loss [28]. It includes several mechanisms to prevent overfitting: a small
learning rate slows down each boosting step, stabilizing the stage-wise optimization and improving
generalization; a limit on tree depth (max_depth) controls model complexity; and stochastic subsampling
of rows and columns (subsample and colsample bytree) injects randomness at each iteration to reduce
variance [29-31]. For imbalanced datasets, the scale pos_weight hyperparameter applies a cost-sensitive
weight to the minority class, increasing the penalty for misclassifying minority instances [31, 32].
Additionally, XGBoost supports validation-based early stopping, which halts training when additional
trees no longer improve validation performance, a strategy that helps prevent overfitting and aids in
selecting the optimal number of boosting rounds [33].

e CatBoost: CatBoost employs ordered target statistics and oblivious trees as its base learners, which
together help mitigate target leakage in categorical feature processing and ensure more stable, balanced
splits [34]. This categorical handling effectively performs a type of regularized target encoding via
random permutations, allowing CatBoost to leverage high-cardinality categorical identifiers without
incurring the dimensionality explosion of one-hot encoding [35]. Model complexity is controlled through
standard hyperparameters — such as tree depth, number of boosting iterations, and learning rate — much
like other Gradient Boosting Decision Trees frameworks [36]. An L2 regularization penalty on leaf values
(“12_leaf reg”) is applied to discourage extreme leaf weight values, thereby reducing overfitting [37].
Furthermore, similar to XGBoost, CatBoost supports an early stopping mechanism as a form of structural
risk control to halt training when validation performance stops improving [38]. In class-imbalanced
scenarios where recall of minority classes is critical, one can also utilize class weighting to bias the model
toward those classes and improve sensitivity [39].
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Hyperparameters for all four models were tuned via RandomizedSearchCV. To manage computational overhead,
the search was run on a stratified 20% subsample of the training data with two-fold stratified cross-validation,
optimizing the F1-score. For CatBoost, each trial additionally used an internal 80/20 training—validation split as
an evaluation set, with early stopping applied after 50 consecutive iterations without improvement. After selection,
the best CatBoost configuration was refit on the full training data using a 15% validation split and the same early-
stopping criterion; XGBoost followed the same refit protocol with early stopping, whereas RF and LR were refit
on the full training data without early stopping.

The hyperparameter ranges were selected based on literature and practical considerations and shown in Table 1.
After the random search, the optimal hyperparameter configurations were identified by mean F1-score across folds.
Final models were trained on the full training dataset using these settings. For CatBoost and XGBoost, early
stopping was again used, reserving 15 % of the training set for validation. RF and LR were trained on the entire
training data without early stopping.

Tablo 1. Hyperparameter ranges for each model.

Model Hyperparameter Range
Number of Trees 100, 200, 300, 500
RF Maximum Depth None, 10, 20, 30
Minimum Samples per Split 2,5,10
Minimum Samples per Leaf 1,2,4
LR Regularization Strength (C) 0.01,0.1, 1, 10
Penalty L1,L2
Number of Estimators 100, 200, 300
Maximum Depth 3,5,7,9
XGBoost Learning Rate 0.01,0.05,0.1,0.2
Subsample 0.6,0.8,1.0
Column subsample per tree 0.6,0.8,1.0
Number of Boosting Iterations 200, 500, 800
Tree Depth 4,6,8,10
CatBoost Learning Rate 0.01,0.05,0.1
L2 Leaf Regularization 1,3,5,7

3.3. Evaluation Metrics

Model performance was quantified using Accuracy, Precision, Recall, F1-Score, ROC-AUC, and Balanced
Accuracy in this order. Let TP, TN, FP, and FN denote true positives, true negatives, false positives, and false
negatives, respectively. Accuracy measures the proportion of correct predictions over all instances, as given in
Equation 1 [40].
TP+ TN
Accuracy = o TN ¥ FP 4 FN (1

Precision (positive predictive value) captures the correctness of positive predictions, as defined in Equation 2,
whereas Recall (true positive rate, TPR) captures the completeness of positive predictions, as defined in Equation
3 [41].

p L TP
recision = m (2)
TP
Recall = TP+—FN (3)

The Fl-score represents the harmonic mean of precision and recall, offering a balanced evaluation metric in
situations where false positives and false negatives must be jointly considered, as defined in Equation 4. This
measure is especially suitable for imbalanced classification problems [42].
Fl—s _ 7 Precision - Recall
€OTe = 2 brecision + Recall 4)

The ROC-AUC score is derived from the ROC curve, which plots the True Positive Rate (TPR) against the False
Positive Rate (FPR) across different threshold settings, where the ROC is formally defined by TPR and FPR as
given in Equations 5-6 [43]. Higher AUC values signify better discrimination between classes [44]. The AUC is
the integral of TPR with respect to FPR over [0, 1], given in Equation 7 [45, 46].

TPR = Recall = Sensitivity = e (5
= ecFaP = oensiuvity = TP+ FN
- 6
FPR FP+TN . ©
ROC — AUC =f TPR(FPR) d(FPR) @)
0
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To address class imbalance explicitly, Balanced Accuracy averages sensitivity and specificity. Specificity, or the
true negative rate (TNR), is defined in Equation 8, and Balanced Accuracy is given in Equation 9 [47].
TN
TNR = TN+ Fp (®)
TPR + TNR
Balanced Accuracy = — )

4. RESULTS AND DISCUSSION

The best hyperparameter configurations identified during the search are reported in Table 2. The hyperparameter
configurations in Table 2 indicate that the models adapted to the data representation in distinct ways. For RF, the
selected number of trees, depth, and leaf criteria reflected a high-capacity ensemble designed to balance complexity
and robustness. LR was optimized with strong regularization and an L2 penalty, suggesting that generalization
was prioritized in the high-dimensional, sparse feature space. The configuration of XGBoost, which combined a
moderate learning rate with a relatively deep structure and subsampling, was indicative of a staged learning process
aimed at controlling overfitting. CatBoost was tuned with moderate iterations, shallow trees, and additional
regularization, aligning with its strength in handling categorical features through ordered statistics and symmetric
splits. All hyperparameters were selected based on mean F1-score during cross-validation, ensuring sensitivity to
class imbalance.

Tablo 2. Best hyperparameters selected for each model.

Model Hyperparameter Best
Number of Trees 200
RF Maximum Depth 30
Minimum Samples per Split 10
Minimum Samples per Leaf 1
LR Regularization Strength (C) 0.01
Penalty L2
Number of Estimators 300
Maximum Depth 9
XGBoost Learning Rate 0.1
Subsample 0.8
Column subsample per tree 0.6
Number of Boosting Iterations 500
Tree Depth 4
CatBoost Lcarning Rate 0.05
L2 Leaf Regularization 5

The corresponding test-set performance across Accuracy, Precision, Recall, F1, ROC AUC, and Balanced
Accuracy is summarized in Table 3. After training and tuning, the models were evaluated on the held-out test set
comprising approximately 1.38 million transactions, where the true prevalence was about 0.05 %. Accuracy values
remained very high, yet they conveyed limited information. In highly imbalanced settings, such values primarily
reflected the dominance of the majority class and did not provide insight into the detection of rare laundering
events. Balanced Accuracy is therefore emphasized alongside ROC-AUC and F1, as it averages sensitivity and
specificity and is less sensitive to prevalence. RF achieved high Accuracy but exhibited negligible Recall and F1,
showing that class weighting alone was insufficient when categorical signals were excluded. This behavior is
consistent with the presence of high-cardinality categorical identifiers, which limit the effectiveness of
conventional tree ensembles when no dedicated categorical encoding or target statistics are employed. LR
produced a high ROC-AUC and very strong Recall, though Precision dropped considerably. This indicated that
the operating point favored aggressive identification of positives, resulting in a large volume of false alarms.
XGBoost yielded intermediate performance across metrics, with Recall and ROC-AUC higher than RF but lower
than LR. CatBoost produced the strongest ROC-AUC and high Precision, but Recall remained limited at the default
threshold, suggesting a conservative approach to labeling positives. Balanced Accuracy provided a prevalence-
agnostic perspective on sensitivity and specificity, with values of 0.8787 for LR, 0.6398 for XGBoost, 0.5870 for
CatBoost, and 0.5025 for RF, confirming substantial balance only for LR, moderate balance for XGBoost, modest
balance for CatBoost, and chance-level performance for RF. While Balanced Accuracy provides a prevalence-
agnostic summary of sensitivity and specificity, it may favor recall-heavy models under extreme imbalance.
Accordingly, it is interpreted here as a complementary diagnostic metric rather than a standalone indicator of
deployment readiness.

Figure 1 provides a consolidated view of the models’ relative strengths. RF’s near-perfect Accuracy coincided
with very low Recall and F1, emphasizing its inability to capture laundering cases, and its Balanced Accuracy was
close to chance level. LR demonstrated superior coverage of positives but at the cost of excessive false alarms,
while attaining the highest Balanced Accuracy by combining strong sensitivity with reasonable specificity.
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Tablo 3. Test set performance by model.

.. ROC- Balanced
Model Accuracy Precision Recall F1-Score AUC Accuracy
RF 0.9988 0.0042 0.0056 0.0048 0.7373 0.5025
LR 0.8009 0.0025 0.9565 0.0049 0.9164 0.8787
XGBoost 0.8993 0.0019 0.3801 0.0039 0.7844 0.6398
CatBoost 0.9996 0.8921 0.1739 0.2911 0.9648 0.5870

CatBoost showed the opposite tendency, strongly suppressing false positives while missing many laundering
events, which was reflected in a modest Balanced Accuracy. XGBoost displayed a profile between these extremes,
achieving intermediate Precision and Recall together with moderate Balanced Accuracy. These differences
indicate that no single model can be considered dominant across all metrics and that threshold selection plays a
critical role in aligning model behavior with operational objectives.

10 - RF
- R
. XGBoost

BN CatBoost
08

Accuracy Precision Recall F1 AUC BalancedAcc
Metric

Figure 1. Test-set performance comparison across models.

The confusion matrices presented in Figure 2 clarifies these trade-offs. RF predictions were overwhelmingly
concentrated in the majority class, producing almost no true positives, and Balanced Accuracy remained near
chance as a result. LR yielded a marked rise in true positives together with a large block of false positives, yet it
attained the highest Balanced Accuracy by pairing strong sensitivity with acceptable specificity. CatBoost
demonstrated the opposite tendency, strongly suppressing false positives while allowing more false negatives,
which was reflected in a modest Balanced Accuracy. XGBoost again provided an intermediate pattern, offering
partial coverage of positives with limited precision and a correspondingly moderate Balanced Accuracy. These
distributions reveal distinct cost profiles for each model and underscore the need to define organizational tolerance
for missed cases versus false alerts.

RF 1e6 LR 1e6
1.2 1.0
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(a) (b)
XGBoost 1e6 CatBoost 1e6
1.2
1.2
1245053 139044 1.0 15 1.0
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Figure 2. (a) RF, (b) LR, XGBoost, (d) CatBoost confusion matrices on the held-out test set.

62



Miih.Bil.ve Aras.Dergisi,2026;8(1) 56-66

The ROC curves in Figure 3 further illustrates ranking quality. The curves for CatBoost and LR extended closer
to the upper left corner, yielding ROC-AUC values of approximately 0.9648 and 0.9164 respectively, confirming
strong discriminative ability across thresholds. By contrast, RF and XGBoost occupied less favorable positions,
reflecting weaker ranking capacity. It was observed, however, that a high ROC-AUC does not automatically
translate into acceptable Precision at the default decision threshold, particularly under extreme imbalance. This
finding suggests that precision—recall analysis and threshold sensitivity studies are indispensable for operational
deployment. It should be emphasized that a high ROC-AUC reflects superior ranking capability across thresholds,
rather than direct operational efficiency at any specific decision point. In highly imbalanced AML settings, strong
ranking performance must therefore be interpreted in conjunction with precision—recall behavior and alert volume
considerations.

1.0 1
0.8
&
T 0.6
L5
2
7
o
o
Y 0.4
E
0.2
ad — RF (AUC=0.74)
s LR (AUC=0.92)
#
e —— XGBoost (AUC=0.78)
0.0 1 —— CatBoost (AUC=0.96)
T T T T T T
0.0 0.2 0.4 0.6 0.8 1.0

False Positive Rate

Figure 3. ROC curves on the held-out test set.

In summary, the comparative evaluation demonstrated that each model exhibited distinct advantages and
limitations when applied to the detection of laundering transactions under extreme class imbalance. RF failed to
raise sensitivity beyond chance levels despite near-perfect overall accuracy, while XGBoost provided only
moderate improvement in recall and specificity. LR achieved the highest Balanced Accuracy by combining strong
recall with acceptable specificity, though this came at the cost of excessive false alarms. CatBoost, in contrast,
delivered the strongest ROC-AUC and the highest precision, indicating superior ranking capacity and conservative
positive predictions that minimized false alarms. Taken together, these results suggest that CatBoost offered the
most robust overall performance when the emphasis is placed on ranking quality and precision, while LR proved
most effective in maximizing recall. The choice between these approaches therefore depends on organizational
priorities, yet CatBoost emerges as a strong precision-oriented scorer with superior ranking capability, making it
particularly suitable for conservative, precision-first AML workflows where false-positive control is critical. These
findings are broadly consistent with, yet also meaningfully extend, prior work in the AML detection literature. The
strong performance of tree-based ensemble and gradient-boosted models observed here aligns with results reported
by Venckauskas, et al. [2] and Salahi, et al. [10], who found that ensemble methods excel at separating illicit from
licit transactions on cryptocurrency data. However, the present study reveals that on tabular banking data with
categorical identifiers, vanilla RF underperforms severely at the default operating point due to its inability to
leverage high-cardinality categoricals without dedicated encoding—a limitation not prominently discussed in
those prior works. The superiority of CatBoost in precision and ROC-AUC is consistent with findings by Kundu,
et al. [27] and Koénig, et al. [35], who attribute CatBoost’s advantage in high-cardinality categorical settings to its
ordered target statistics. The strong recall of LR under class weighting corroborates observations by Doddamani,
et al. [4] and Sun, et al. [20], who similarly found that cost-sensitive linear models with calibrated thresholds can
achieve broad positive coverage at the cost of alert volume. The trade-off between precision and recall observed
across all four models reinforces the finding of Sharma, et al. [5] and Konstantinidis and Gegov [6] that no single
classifier dominates across all operational metrics in real-world AML settings, underscoring the importance of
metric-driven selection aligned with institutional priorities. Unlike studies that employ deep learning [6, 7] or
graph-based architectures [11, 13] for AML detection, which typically require more complex infrastructure and
larger, richer datasets, the present study demonstrates that carefully tuned classical and gradient-boosted classifiers
can achieve competitive discrimination (ROC-AUC up to 0.9648) on a large-scale publicly available benchmark,
offering a practical and interpretable baseline for institutions with constrained computational resources.
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5. CONCLUSION

An evaluation of four supervised learning methods—RF, LR, XGBoost, and CatBoost—was conducted on the
IBM AML dataset under extreme class imbalance. While prior literature has examined individual model families
or evaluated AML classifiers on proprietary and often small-scale datasets [2, 4, 6, 7, 10], a systematic multi-
model benchmark on a large, publicly available banking transaction dataset with explicit analysis of precision—
recall trade-offs and their operational implications remained underexplored. The present study addresses this gap
by delivering a reproducible comparison that connects modeling choices directly to deployment considerations.
The analysis underscored the fundamental trade-off between maximizing sensitivity to rare laundering events and
containing false alarms, both of which are critical for operational deployment in financial institutions. It was
observed that naive accuracy is not decision-useful under such conditions, and that multiple complementary
metrics are required to characterize performance. In particular, Balanced Accuracy, ROC-AUC, Precision, Recall,
and F1 were found to convey distinct aspects of detection quality and should be interpreted jointly when setting
operating targets. Accordingly, performance differences observed across models should be interpreted as
reflections of distinct cost profiles rather than absolute superiority, reinforcing the need to jointly consider ranking
quality, alert volume, and institutional capacity when selecting AML detection models.

RF, despite near-perfect overall accuracy, did not achieve meaningful sensitivity, indicating the limitations of tree
ensembles under the present representation and the challenges posed by extreme prevalence gaps. LR attained the
highest Balanced Accuracy by combining very strong recall with reasonable specificity; however, this result was
accompanied by a substantial false-positive burden at the default threshold, implying the need for calibration
before operationalization. XGBoost delivered moderate performance, improving recall over RF while remaining
weaker than the strongest alternatives in ranking capacity. CatBoost achieved the strongest ROC-AUC and the
highest precision, providing superior ranking quality and conservative positive predictions that reduced false
alarms, with the trade-off of limited recall at the default operating point. Collectively, these findings indicate that
no single model is universally dominant; method selection should be governed by institutional priorities, alert
handling capacity, and explicit cost asymmetries. When maximizing coverage of illicit transactions is paramount,
LR is the most effective baseline; when operational efficiency and false-positive control are critical, CatBoost is
the most suitable candidate.

The practical implication is that model choice and threshold selection must be treated as coupled design variables
within a cost-aware decision framework. Ranking-based triage is expected to offer a viable deployment pathway:
scores can be used to prioritize a daily investigation budget that satisfies precision targets while preserving
sufficient recall for policy or regulatory requirements. In addition, categorical information was found to be decisive
for precision and ranking quality, suggesting that data enrichment through customer and account profiles, as well
as network-level context, will be beneficial in production settings. In this study, all models were evaluated using
a fixed default decision threshold. While explicit threshold calibration can further align model behavior with
institution-specific cost constraints, such calibration is beyond the scope of the present work and is left for future
research.

Limitations of the present study should be acknowledged. The evaluation relied on a synthetic dataset and did not
incorporate temporal feature engineering or graph-structured signals; thus, the external validity to institution-
specific environments remains to be established. Furthermore, workload and investigator behavior were not
modeled; downstream impacts on case resolution and time-to-disposition could alter preferred operating points.
Finally, potential issues related to data drift, class-prior shift, and alert habituation were not measured and warrant
longitudinal monitoring.

Future work should expand in four main directions. First, graph-based modeling and imbalance-aware learning
strategies are expected to capture structural and prevalence-related complexities beyond individual transactions.
Second, temporal and behavioral features derived from transaction timestamps, on larger or real-world datasets,
may improve generalization and stability. Third, extending the model portfolio to include more recent gradient-
boosted alternatives and deep learning architectures would allow a broader assessment of the performance ceiling
on this benchmark. In addition, deployment-oriented considerations such as threshold calibration, explainability,
drift monitoring, and governance mechanisms will be essential to ensure operational feasibility and regulatory
compliance.

Overall, the results indicate that machine learning can surface complex AML patterns within massive transaction
streams, provided that models are calibrated to institutional objectives and embedded in workflows that reconcile
investigative capacity with regulatory expectations. Under such a framework, CatBoost emerges as a compelling
scorer for precision-first triage, while LR constitutes a strong high-recall baseline for coverage-first objectives; the
preferred solution is therefore expected to be policy-dependent, rather than model-exclusive.
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